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1 TH1A
1.1

TH-1A
1.1.1

Internet
VPN ssh
LN1-LN3 LN8-LN9 LN3  LN9
b 2.3 n
1.1.2
ramdisk
CPU+GPU 1-
1
%11 RS E
CPU*2 Intel Xeon X5670 6 2.93GHz
GPU Fermi M2050 448 3GB
24 GB/48GB
RHEL 5.3 | | 2.6.32-358.123.4-TH




St 1A k.%;
DSGE PP

ssh

48GB
1.1.3
NAS EXT3
SATA
SATA
SATA
1.1.4
TH-1A
1.1.5
1. Lustre
TH-1A Lustre
Lustre
Lustre

Lustre
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“ 31 ”
rm
yhrm
7 Windows

myuser vol6 yhrm
config.log y n
y mv  /vol6/.Recycle/myuser/ /

Done successfully n Do

nothing.

[myuser@ln2%tianhe ~1% pwd

/vol6e/home/myuser

[myuser@Ln2%tianhe ~]$ yhrm config.log

/usr/bin/yhrm: remove reqular file config.log 2 [ v / n 10

2.
1.2
TH-1A vol6 vol-th  WORK THL4 4
4
vol6
a /vol6/home/$user_name
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a Ivol6/software
u Ivol6/lib
vol6 vol-th WORK
THLA4 LN8 LN9
1.3
TH-1A Intel GCC
TH-1A
Intel CPU Intel
TH-1A MPI
GPU CUDA
1.3.1 Intel
TH-1A Intel Intel2013 11.1
Intel 2013
2013 C C++ Fortran77 Fortran 90 Intel
/opt/intel/composer_xe 2013.0.079 C C++
Fortran 77/90 /opt/intel/composer_xe 2013.0.079/bin/intel64/
icc icpc ifort Intel
Intel

source /opt/intel/ composer_xe_2013.0.078in/iccvars .sh intel64
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source /opt/intel/ composer_xe_2013.0.078in/ ifort vars.sh intel64

MKL

source /opt/intel/ composer_xe_2013.0.079nkl/bin/mklvars.sh intel64

Intel MKL

export LD_LIBRARY_PATHml 6/intel_composer_xe_2013.0.079_li8LD_LIBRARY_PATH

Intel2013 MKL lopt/intel/composer_xe_2013.0.079/mkl
vol-th  WORK THL4 lib mkl
Intel 11.1
111 C C++ Fortran77  Fortran 90 Intel
/opt/intel/Compiler/11.1/059 C C++ Fortran
77/90 /opt/intel/Compiler/11.1/059/bin/intel64/

icc icpc ifort

Intel

source /opt/intel/Compiler/11.1/059/bin/intel64/iccvars  .shintel64
source/opt/intel/Compiler/11.1/059/bin/intel64/ifortvars .shintel64

MKL

source /opt/intel/Compiler/11.1/059/mkl/tools/environment/mkivarsem64t.sh

Intel MKL

vol6

export LD_LIBRARY_PATHwI6/lib/mklem64t: /vol 6/lib :$LD_LIBRARY_PATH

Intel 11.1 MKL /opt/intel/Compiler/11.1/059/mKlI
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7 F
vol-th  WORK THL4 lib MKL
1
-00
-01
-02
-03 -02+
-03
-fast -O3 -ipo -static -no-prec-div  -xP
-ipo
2
-C
-S
-9
-0 <file>
3
-mp
-mpl -mp -mpl
4
-L<dir>
-I<string>
-static
-shared
1.3.2GCC
GCC4.4.7 TH-1A GCC 4.4.7
{usr/bin
GCC 4.6.1 GCC TH-1A
GCC 46.1 Ivol6/software/gcc-4.6.1

vol6

export PATH=/vol6/software/gcc -4.6.1/bin:$PATH
export LD_LIBRARY_PATH=/v6Isoftware/gcc -4.6.1/lib64:$LD_LIBRARY_PATH
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vol-th  WORK THL4 GCC4.6.1
1.3.3 PGI
PGl 16.4 TH-1A In2 PGI 16.4
license In2 In2

export PGl=/opt/ pgi-2016-164-In2 # ONLY used on In2!

export PATH=$PGI/linux8664/16.4/bin:$PATH

export LD_LIBRARY_ PATHwol6/p gi-2016-164-In2-lib:$LD_LIBRARY_PATH
export MANPATH=$PGI/linux8664/16.4/man:$MANPATH

vol-th  WORK THLA4

1.3.4 MPI
TH-1A Intel GCC
MPI Intel
GCC MPI TH-1A
MPI Intel GCC
MPI
Intel MPI  mpi-intel2013
7 1-2 MPI #wiFERtE (LA PERESCH R4 79 volé f5l)
MPI
MPICH2- . .
111 121 mpi_1.2.1 intel 11.1
Intel 111 MTETZ' mpi_1.4.1 intel 11.1 Ivol6/software/mpi
MPICH- ..
13.1 304 mpi-intel2013
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4.1 MT;:TZ' mpi_1.2.1 gcc_11.1
cee MPiC.HZ- .
4.6 141 mpi_1.4.1 gcc_11.1
PGI 16.4 MPICH-3.0.4 mpi-pgi-2016-164-In2
PGI In2 PGI mpi-pgi-
2016-164-In2 In2
vol-th  WORK THL4  software mpi
MPI
MPI mpi-intel2013

vol6

source /opt/intel/ composer_xe 2013.0.078in/iccvars .sh intel64
source /opt/intel/ composer_xe_2013.0.078in/ ifort vars.sh intel64
export MPI_ HOME#vol6/software/mpi/mpi  -intel2013

export PATH=$MPI_HOM#Min :$PATH

export LD_LIBRARY_PATI$®PI_HOMHIib :$LD_LIBRARY_PATH

MPI mpi_1.2.1 intel_11.1

vol6

source /opt/intel/Compiler/11.1/059/bin/intel64/iccvars_intel64.sh
source /opt/intel/Compiler/11.1/059/bin/intel64/ifortvars_intel64.sh
export MPI_HOME#ol6/software/mpi/ mpi_1.2.1intel_11.1
export PATH=$MPI_HOMHin :$PATH

export LD_LIBRARY_PATH#PI_HOMEib :$LD_LIBRARY_PATH

mpi-pgi-2016-164-1n2 vol6

export PGl=/opt/ pgi-2016-164-In2 # ONLY used on In2!
export PATH=$PGI/linux8664/16.4/bin:$PATH
export LD_LIBRARY_PATHwol6/p gi-2016-164-In2-lib: $LD_LIBRARY_PATH
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export MPI_HOME#vol6/software/mpi / mpi-pgi-2016-164-In2 # ONLY used on In2!
export PATH=$MPI_HOM#min :$PATH
export LD_LIBRARY_PATH=$MPI_HOME:$LD_LIBRARY_PATH

MPI
1. Jusr/local mpi
mpi
2. TH-1A MPI
MPI openmpil.4.8 MPI
TH-1A
MPI
MPI MPI
MPI
makefile  autoconf MPI makefile
CC CXX F77 F90 mpicc  mpicxx mpif77  mpifo0
autoconf configure CC CXX F77 F90 mpicc

mpicxx  mpif77

1.3.5 CUDA

mpif90

%< 1-3 CUDA 4wi¥irE (LUB PEREXHZE %A vole Al

CUDA CUDA SDK
3.0 Ivol6/software/cuda/cuda-3.0 Ivol6/software/cuda/sdk-3.0
31 Ivol6/software/cuda/cuda-3.1 Ivol6/software/cuda/sdk-3.1
3.2 /vol6/software/cuda/cuda-3.2 /vol6/software/cuda/sdk-3.2
4.0 /vol6/software/cuda/cuda-4.0 /vol6/software/cuda/sdk-4.0
4.1 /vol6/software/cuda/cuda-4.1 /vol6/software/cuda/sdk-4.1
4.2 /vol6/software/cuda/cuda-4.2 /vol6/software/cuda/sdk-4.2
5.0 Ivol6/software/cuda/cuda-5.0 Ivol6/software/cuda/sdk-5.0
7.5 /vol6/software/cuda/cuda-7.5 Ivol6/software/cuda/cuda-7.5
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M2050 GPU CUDA
CUDA SDK
CUDA CUDAS5.0
CUDA
vol-th  WORK THL4  software cuda
CUDA
CUDA CUDAS.0

export PATH=vol 6/software/cuda/cuda -5.0/bin :$PATH
export LD_LIBRARY_PATHml 6/software/cuda/cuda -5.0/lib64 :$LD_LIBRARY_PATH

CUDA 7.5 GPU
CUDA
1.3.6
Python 2.7.11 Ivol6/software/python-2.7.11 Python 2.7.11
Numpy  Scipy Numpy 1.10.2 Scipy 0.16.1
Python 2.6.6 TH-1A Python 2.6.6
Numpy 1.4.1 Scipy 0.7.2

export PATH=/vol6/sof tware/python -2.7.11/bin:$PATH
export LD_LIBRARY_PATH#I6 /software/python -2.7.11/lib:$ LD_LIBRARY_PATH

vol-th  WORK THL4  software Python

10
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141
Intel 2013
* 1-4 EfNARHETIR (Lvole HEZ 55X KD
zlib /vol6/software/io_tools/zlib/1.2.6
Ivol6/software/io_tools/hdf5/serial/1.8.11
HDF5
Ivol6/software/io_tools/hdf5/mpi/1.8.11
/vol6/software/io_tools/netcdf/serial/4.1.2
netCDF
Ivol6/software/io_tools/netcdf/mpi/4.1.2
pnetcdf Ivol6/software/io_tools/pnetcdf/1.6.1
NCL Ivol6/software/io_tools/ncl/6.3.0
NCO /vol6/software/io_tools/nco/4.4.1
JasPer Ivol6/software/graphics/jasper/1.900.1
libPNG /vol6/software/graphics/libpng/1.6.17
Udunits /vol6/software/io_tools/udunits/2.2.20
Ncview Ivol6/software/io_tools/ncview/2.1.7
Ivol6/software/libraries/fftw/serial/3.3.3
FFTW
Ivol6/software/libraries/fftw/mpi/3.3.3
TAU Ivol6/software/Profiling_tools/TAU/tau_path
Collectl Ivol6/software/Profiling_tools/Collectl/usr
1.4.2
Ivol6/software/NAMD/namd2 2.8
NAMD Ivol6/software/NAMD/namd2.9 2.9

/vol6/software/NAMD/namd2.11 211
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Ivol6/software/gmx455_float 455
/vol6/software/gmx455 4:5:5
Gromacs
5.0.6
Ivol6/software/ gromacs506_cpu cPU
5.0.6
/vol6/software/ gromacs506_gpu GPU
Ivol6/software/ lammps/Imp_mkl_20160730 2016.7.30
Ivol6/software/ lammps/Imp_mkl_20130531 2013.5.31
Lammps
Ivol6/software/ lammps/Imp_mkl_20140905 2014.9.5
Ivol6/software/lammps/Imp_mpi 2015.12.7
Quantum Ivol6/software/pwscf 5.0.2
ESPRESSO /vol6/software/espresso-4.3.2 4.3.2
Yambo Ivol6/software/yambo 401
SIESTA Ivol6/software/Siesta/siesta-3.2 3.2
. /vol6/software/wannier90/wannier90-1.2.x 1.2
Wannier90 - -
Ivol6/software/wannier90/wannier90-2.0.x 2.0
BerkeleyGW | /vol6/software/BerkeleyGW 1.0.6
Ivol6/software/Abinit/Abinit-7.10.5 7.10.5
ABINIT
Ivol6/software/Abinit/abinit 7.6.1
CPoK Ivol6/software/CP2K/cp2k.popt 2.2
Ivol6/software/CP2K/cp2k.popt-2.5 25
CPMD Ivol6/software/cpmd.x 3132
WRF Ivol6/software/WRF 34.1
Nwchem /vol6/software/Nwchem 6.0
AutoDOCK | /vol6/software/AutoDock 4.0
DOCK Ivol6/software/Dock 6.5&6.7
Blast Ivol6/software/blast-2.2.23 2.2.23
Samtools | /vol6/software/samtools-1.2 12
Bowtie Ivol6/software/bowtie-1.0.0 1.0
Bowtie2 Ivol6/software/bowtie2-2.2.0 222
/vol6/software/OpenFOAM
OpenFOAM

Ivol6/software/OpenFOAM_ThirdParty

12



vol-th  WORK THL4

1.4.31DL
TH-1A LN2
CON IDL 8.2-ADVANCED-CON
IDL /opt/exelis
ENVI

IDL 8.2-
64

IDL

1. LN2
2. license
3. idl
“ idlde - outofprocess ”

ADVANCED-CON

Windows IDL

In2

ADVANCED-CON
IDL
IDL

outofprocess Java

X11

13
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2 TH1A
SSL VPN
VPN
TH-1A

2.1

1.

2. VPN

email VPN
3.
TH-1A
VPN
2.2 VPN
TH-1A
VPN VPN
VPN VPN VPN VPN
VPN VPN
2017 1 1 VPN
VPN / VPN
VPN
service@nscc-tj.gov.cn VPN

14
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2.2.1.1 Windows

A VPN
A-l1 IE IE SSL VPN
1 SSL VPN
http://www.nscc-tj.gov.cn/ VPN
“ VPN ” VPN https://thvpn.nscc-tj.cn
https://thvpnl.nscc-tj.cn
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Internet F m
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[ 4% T 1.1
IE Internet Explorer 6.0 Internet
Explorer 6.0
A-2 SSL VPN chrome  firefox
1 http://www.nscc-tj.gov.cn/ VPN
“ VPN " VPN https://thvpn.nscc-tj.cn

https://thvpnl.nscc-tj.cn

[ NSCC-TJ National Supe X \

C [ www.nscc-tj.gov.cn

szﬂa I SR % v SR O

National Supercomputer Center in Tianjin

2 sslvpn
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NSCC

ERBRITH X BP0

EFSSL VPN

HegRA5:
5l ERER g USB-KeyER

- a5 Taeen |
. 5255, ETSESTE Shps
. SESzENES B ot

3 EasyConnect ssl vpn

€ EASY CONNECT

EASY CONNEC/,;

75%
EERE..
JZ{T: C:\Program Files (x86)\Sangfor\SSL\ClientComponentZ\VNICInstaller XB4. exe
B “ Easy Connect” VPN
VPN “ Easy
Connect” windows Easy Connect
1 Windows Easy Connect
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. EasyConnect ==

= Easy Connect

S |iEH | uss-xEr

BRE 2=k - https:/fB0.29.219.6
=k 1E e TLAm

=i ey

&= ]

C SSL VPN

1 VPN ssh
TH-1A-LN1
TH-1A-LN2... .. IP

NSCC AL , username W ]
[CESTI N S TP
mEERE

TH-1A-LN1
B THARR

TH-1A-LN2

TH-1A-LN3 R

28 : SSH

TH-1A-LN8 ifﬂiit :192.168.2.3:22 - 22

TH-1A-LN9
2 ssh Xshell IP
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& WEBAR  shell s
(x| ®EE =BV IEM EREE) SOW #=EH)

P —— [

A1)
% E
i F FIEHARIE )
%i%ﬂéﬂifﬂ? EFRN: g wl
£ 55H e [sst v |C- -

FH): | 192.168.2.3 I
®O20): = 1\ )
imH= 22 = 3, 1P 5

HEAD):

[ ssHERmsa®T (-5 [t

A 1592.168.2.3:22 (&%)

[+
R username 4
SSH AP, [om] e 52, OpenssH_53 [E)

e SR - FHETEEERANSHEEAEHRHERHENEE -
IR EH: 192.168.2.3:22 o { ﬁ .

FRSE%A:  SSH2, OpenssH_S3 e v AL
TR LTTTTTTTTTY
iﬁﬁﬁ)&%%ﬂ’]ﬁlﬁ%ﬁ}: v A® ©) Public Key(U)
username] FRFERER): HIBE)... -
[Che{FRFEr) ERH):
[ ﬁi J [ Hl’ﬁ ] Keyboard Interactive(I)
TS A PR {HEIE -
[CliafEEse
[ e J[ = |
4
& SHEAIE usemame@ini: ~ - Xshell § - o IES
| 3 ®EEO BBV IBM EWEE) SOW BEH)
el — AN G O E-n-Q-4- P LA &BOS o
1FERE * =
Xshell for Xmanager Enterprise (Build N/A) »

Copyright (c) 2002-2014 NetSarang Computer, Inc. All rights reserved.

Type “help' to learn how to use Xshell prompt.
[c:\~1$

Connecting to 192.168.2.3:22...
Connection established.
To escape to local shell, press 'Ctrl+Alt+]".

Last login: Fri Apr 15 23:36:55 2016 from 10.200.200.67
R
* 1.Welcome to TH-1A System of NSCC-TJ. .
* 2.If you have any problem, you can send mail to support@nscc-tj.gov.cn *
R R RH R
Disk quotas for group username (gid 1711):

Filesystem kbytes quota Tlimit grace files quota Tlimit grace

/vol-th 268435456 524288000 1073741824 - 500000 1000000 2000000 -
[username@Ini%tianhe ~1$ i
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2.2.1.2 Linux
VPN Linux
A 64
Fedora
B
A VPN 32
1 firefox
Vpn 19

https://thvpn.nscc-tj.cn

VPN ”?

32

VPN

Ubuntu CentOS

http://www.nscc-tj.gov.cn/

https://thvpnl.nscc-tj.cn

NSCC-TJ National Supe... x | &8

> nscc-tj.gov.cn

o

I535ES |

National Supercomputer Center in Tianjin

g Rl SR 2 v SR O

SSL VPN

VPN

"B U 3 o =
& | English
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ERSSL VPN

HeERAR
G EsER

G USB-Key®3

o ETEEEeR BT TRssas
. BERE STEESTE SRES
. SEEzenEs B amnE

3 Java
Java
Java
Ta= A
€)2) @ https://60.29.219.6/por/service.csp?rnd=ggmbdoffnjfgbpfh BIESES 3 mEER =

A BREM, AU TRE:

e TRE SR
1 éﬁ?ﬁ_ RERSRET T HRR

= BhSERG
o FERJIKRS JRE XK
EETEED
* BBPRERE AN
HEHER, MREANEDETERS
pplet T

jre-for-linux.bin

20.6 MB —sangfor.net —01:16

BREBTFRAEQ

X O IEZETH jre-for-linux.bin

ERIBTHH :
< jre-for-linux.bin

XSRS : BIN ¥ (20.6 MB)
3K : http://updatet.sangfor.net

SAMERFU 4G ? 2 ﬁmx#
Cwn )

FREEITE Apler IFEO? MRBTAER, #F “TIHIEH" « “SHELOEH" % “EERE Joo ARESTHAT” F, BT
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¢ 21632626

Jownloads]# chmod u+x
ocalhost Downloads]# 1= -1

2016-04-15 10:

¢ 21632626

nloads]# ./ jre-for-Tinux.bi

Creating 3
Creating ]
Creating 3
Creating 3
Creating ]
Creating 3
Creating ]

caledata. jar
ugin. jar

Done.
Linux JRE installed successftully.

Ubuntu

Blocalhost ~]§ su

2016-04-15 10:00 jre-Tor-Tinu
jre-for-Tinux.bin

bin
FHiTHE

00 jre-for-Tinux.bin

n <

e

{5

su sudo

localhost ~]1% sudo

Sire-for-Tinux. bin

5 firefox SSL VPN

https://60...obbambdnec x

€ )i

a 60.29.219.6,

i 71 https://60.29.219.6 iE{T "Java"lg ?

https://60....jahbpppabFfh x

€

60.29.219.6,

SLiF https://60.29.219.6 15T Java"lB ? i${H T @8

K HI L IF(R)

AR BF(N)

nv
EENG--

please entry the root passwd.

=

root
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KR ERGIES ERNERA—B - &R i'i
BT .

B¥: 60.29.219.6
Zi7&E: sslvpn
& paLHE Lt ZITERINER) © |

1%3h SRIEFE "60,29.219.6" SIFH _ERIEFR "sslvpn” &
Z’é__ﬁ ° BEREEM)..

x RemE i

ZNABRFHRFELACEIRIE - REEE «
%N RARRF? =

A¥:  SFBsApplet
#47H: SANGFORTECHNOLOGIES CO., LTD
M: https://60.29.219.6

@R 2 ENER) -

B VPN 64

install_vpn_liunx_x86.sh

1 VPN 32
root

a) CentOS7 Redhat7

# yum install glibc.i686

26



75

# yum install libstdc++-4.8.5-4.el7.i1686
b) Fedora 22 workstation
# yum install glibc.i686
# yum install libstdc++-4.8.5-4.el7.i1686
# yum install libstdc++.50.6
c) Ubuntul6 Debian 8
# apt-get install lib32stdc++6
d) Linux Mint 17

2 install_vpn_liunx_x86.sh Liunx root

# chmod +x install_vpn_linux_x86.sh

# .J/install_vpn_linux_x86.sh

3 VPN
1 vpn
$ svpnc -h thvpn.nscc-tj.cn:443

1

$ svpnc -u your_username:your_ssh_password
2

$ svpnc -U

[info] setting user from interactive input

please input username:your_username

get name ok, name username

please input password: your_ssh_password

getpwd ok, your_ssh_password

[info] set username ok, username your_username

[info] set password ok, password your_ssh_password

27



NSEE

TI/I’hAf k A é;‘t)ﬁ
P T

vpn
$ svpnc -i

vpn
$ svpnc -s

vpn
$ svpnc -0

VPN
$ svpnc -q

-q VPN

SSL VPN

VPN ssh

TH-1A-LN1 TH-

NSCC
BERBR i+ WX LP

e
R vt e I:I
|
mae e
s e
TH-1A-LN8 :
TH-1A-LN9

Linux ssh IP

[root@localhost]# ssh usrname@192. .2.3 . FA P AZ2@ipH k>
Warning: Permanently added '192.16 .3" (RSA) to the Tist of known hosts.
username@192.168.2.3"'s password: ETNESERE

Last Togin: Fri Jul 8 10:00:00 2016 from 10.200.200.

el e e R A W R RN R o ok

* 1.wWwelcome to TH-1A System of NSCC-TI. *

* 2.If you have any problem, you can send mail to support@nscc-tj.gov.cn *

e A A kR Ak Rk ko ko

Disk quotas for group username (gid 1711):
Filesystem kby quota Timit . files quota Timit
/vol-th 1234 524288000 10 8 - 500000 1000000

[usrname@lnl®%tianhe ~

grace
2000000

28



ﬁi%g rrI/I’LA X R = .

P T M
2.2.1.3 MAC

A VPN
1 Safari http://www.nscc-tj.gov.cn/
vpn “ VPN " VPN
https://thvpn.nscc-tj.cn https://thvpnl.nscc-tj.cn
@h«v.l/munmw:w P = | & nsce-1) National Super...

BRTEE st st kit

National Supercomputer Center in Tianjin

WO LR

URFR
* BACERZRIE (A U4 < RS
HELFSUTRS " (RFEZEHF

ERSSL VPN

HeEE5:

G EpER G USB-KeyZ3

o SFNRSAEEN . B TESEEE
. BERE FrEEEIE ZHAES
o EEEZEHES B oERE

3 Safari

(13

2 13 2

Safari EasyConnectPlugin.dmg

29


http://www.nscc-tj.gov.cn/
https://thvpn.nscc-tj.cn/
https://thvpn1.nscc-tj.cn/

DSGE cth BA

| «l» | |§| | + [O https @ 200.200.136.78/por/login_psw.csp
M #E F:R$EE  iCloud

o EFE FURRMAE
o REESHHER, ¥ KinXE

“ Mac OS X
Web

@e00 &R "

https @ 200.200.136.78/por/service.csp

A :ﬁiﬂ&ﬂt, AHEA T EA:

o RESFI R BN B ALK
WHET A%
¥ Macos X Eadegiy
o BFEBHER
WEFER, 7ERHAIEBMERED N “FA FE AEIE ® 98
i 4

B AR, (0 RENEFEWEBAR %

EasyConnectPlugin.dmg “ ”

30
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Eigg rrI/I’LA X R = .
8 006

B EasyConnectPlugin

g Install EasyConnect Plugin.pkg

8006 £ ##"EasyConnectPlugin® -]
LR
o ira
o BNRE
O FHERF 0
[EF-"+
o HE
REMRIN.
SR
E
Safari Safari
2.2.2 VPN
https://vpn.nscc-tj.cn
https://vpnl.nscc-tj.cn
VPN
https://vpn.nscc-tj.cn https://vpnl.nscc-tj.cn
PC VPN
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https://vpn.nscc-tj.cn/
https://vpn1.nscc-tj.cn/
https://vpn.nscc-tj.cn/
https://vpn1.nscc-tj.gov.cn/

2.2.2.1 Windows

IE

VPN
360

Internet

https://vpn.nsce-tj.cn

Internet I

e
Lﬁ)‘l?ﬁ[ﬁﬁaﬁ feb ABREZLSRE @)

|z |Em (#F & |

|

® © 0 e

Internet =E ﬁaﬂus ’E‘EE*JBQXE
Intranet
REHEA S
HEERSEE T SIREENT
CE v 6 =h
ZEHEIER 2R A (L)
BEX
BEXRE
- EBUNGE , 1F8E “BENLA”
- BEHEFINGE , F8E “BAER”

(BElo. .. | [ BAEElo

]

[ m=

J[_®E

FeF (a

2-1 ZEFHS

https://vpnl.nscc-
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https://vpn.nscc-tj.cn/
https://vpn1.nscc-tj.cn/
https://vpn1.nscc-tj.cn/

NSEE

Internet BEI

(B8 | E2 R | hT | EE | 82F | &8 |

EREE RIS BT RE.
Qi
%Egmmﬂlﬂ%ﬂ:ﬂﬂg Pl o 1ZE I PRIERA Pl AR
FHZPIEEEINBIXE @)
lhttps:/:"vpn. nsce-tj. en l [_%ﬁj]ﬂ (&_)—/]
Folk () :
https:/f*. iche. com. cn iRz (&)

[V 2R P ROBT A 3 S R AR S BRI (https:) €)

[ BFARHEERUGE® |

(Cm= [ mAE | wRw

2'2 /I]\\}Ju VPN Jﬁl\\\

ActiveX
Internet XX @
28 (=& [Bn |mz |E8 |25 =8 |
EREEEERR R RN RS RE.
(& ‘Q v O
Internet AEES PR S, =
Intranet bl
p
J ZR RS EE AR ER T EE
HHEFIRERIR .
EE AR .
ZR R 2R L)
E;ESL
YRE
§E&&E  ESE CBENGA
- REAEFERRE  FRE “BAEA
[ BFARHEEARGE® |

[ mE [ W# ]| ZA®

2-3 BREMXEF
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= 1A R&.,

Internet J&Ii

Z2KE - RIEENNSXE
wE

O ®’x A
@) ActiveX B Rt e
¥ ActiveX 1T BEMRT
O xR L4
® BH
¢ RS AR S BATHER ActiveX IBHFHRATRIE
O %[
® BH
O #7
¢ WFREEATZERATHER Activel ITHFDIRILIFH
O %[
O BH
® #®7
o S v
& I >
*EF1B350 Internet Explorer ZJ54%
EEEENRE
EEN®: [P G v [EE®.. ]

2-4 ActiveX =82 H
3. https://vpn.nscc-tj.cn  https://vpnl.nscc-tj.cn

FLER

@ Z S ZEEPRREERTATH. 2E4Er

(2o i o |EFEiiy]

2-5 #eEEH1


https://vpn.nscc-tj.cn/
https://vpn1.nscc-tj.cn/

" 1A R&.,
NSEE e

@ R B aEE,

R HE NS B A SRS EERNE R SR RT,
R HE RSB R EMRNMHBITUZRT,

EEU PR R NAERR S EFEARSZEAEEE,

BUCEHHNE , FEASSSTSZR,
U =xparEFizNm,

L
TENW

B2k =] ===

* R IIRA A |E6.0, Firefox1.5, Netscape 8.0 L\ EIE, RESHEER 1024x768F %
* {ERFireFoxNetscapedl S8 aiF a2t FHRISHAIM PIFE T HActivedBtt , LIEBIFAI A SSL VPNIRIAITHER.

[E] 2-7 VPN £

2-8 1RRIRTF sslvpn_jnlp.cpi 321

35



o= 1A R&.,
AEZER i K
-l e (reewmen =5

k8 m EnRD)... Ctrl+Shift+Del

s, R JI [ AR R B

ActiveX FEEE(X)

SETEEEE(C). .
I pogg ()

ST DAHSSE) s -

ERISENE T EEM) nsco-tj. on A0 (&)

BETEN) Crl+) R M N E APl o)

EHSIRILEREEP) 4 nsee-tj. on IR R

SmartScreen TEiEEg(T) 3

EEhEINA)

v EBEIEWV)
EEEEEED) |
TTIRIE(F)...
TEE(E) 3
Windows Update(U)
Fl12 FEARTE() [T EEsRE Microsoft FIEHETREESIE W)
HttpWatch Professional EHEEFHNERET Intranet 350 (1)
OneNote $EEEEE(K) e Et ME b BT Fa Rl E)
EHEZ OneNote(N)

Internet EH(0)

2-9 RAMMEIRE
6. VPN VPN

| @ ssL vey AP UBERE [ |
@ LSRR ETAMER: “Hangrhou H3C Technologies Co., Ltd. ” PH) “VPNactX. cab” o BptibaadE.

FEXSS

i fengh@local.NSCC EAT18:2011-06-23 18:58:33

" mE e

i [T —_
2-10 EHRERR
7.
Webikdt [ 7.
TCPE: SRR
TH-1A-LN1 I Faked
TH-1A-LMN2
TH-1A-LN3
TH-1A-LNS
TH-1A-LNS

2-11 BFi/aHE
TCP TH-1A
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ARz,
e )
TH-1A-LN1 TH-1A-LN2 TH-1A-LN3 TH-1A-LN8 TH-1A-LN9 TCP
TH-1A LNI1-LN3 LNS8-LN9 5

Windows VPN
22 22
“ netstat -nolfindstr 22” 22
2356 22

&R C:\Windows\system32\cmd.exe

oft Windows LA 6.1.76011 s
H <c> 2089 Microsoft Corporation. {REEFTHVH|.

C:\Users\LD>netstat —anoifindstr 22
TCP 0.0.0.0:22 0.0.0.0:0 LISTENING
TCP 192.168.1.104:1221 54.243.116.2:80 CLOSE_WAIT
TCP 192.168.1.184:1222 54.243.116.2:80 CLOSE_WAIT
M TCP 192.168.1.184:1269 122.225.117.183:80 ESTABLISHED
TCP [::1:22 [::1:8 LISTENING

C: \Users\LD>

2-12 Windows 24t ~&EE 22 in

“ taskkill /pid 2356 /T /F” 22 2356
VPN
C:\Windows\System32\drivers\etc hosts
2-13 2-14 IP VPN
VPN
hosts
2-14  hosts
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Eigg rfI/I'1A X R = .

hosts
hosts
hosts 2-14  hosts hosts
AHEEE (C) » Windows » System32 » drivers » efc
ITEM #EEIH)
=3 ErE =
5 ’ R EE 7 Folh
|_| hosts 2015/11/23 14:12 v 1 KB
| hosts 2014/9/22 19:36 iCalendar File 1 KB
|_| Imhosts.sam 2009/6/11 5:39 SAM 3744 4 KB
|| networks 2009/6/11 5:39 vy 1 KB
|| protocol 2009/6/11 5:39 pri s 2KB
|| services 2009/6/11 5:39 vy 18 KB

2-13 & F hosts X4

| hosts - ig==4= ][ (S
IR #RE(E)  HE=L0) =EE(N)  FEEIH)

I .

127.0.0.2 THALN9 #H3C8042HJIMTW ADD
127.0.0.3 THALN8 #H3C8042HJIMTW ADD
127.0.04 THALN3 #H3C8042HJIMTAMD

127.0.0.5 THALN2 #H3C8042HJIMTW ADD
127.0.0.6  THALN1 #H3C8042HJIMTW ADD

2-14 hosts X AR

2.2.2.2 Linux

1) Linux VPN JRE 15

2) Linux VPN root

3) 22 Linux VPN TCP 22

sshd 22 22



o= 1A R&.,
BEIEE it KR

“ netstat -nap | grep 22" 22 sshd
22 “ service sshd stop” 22 Ubuntu
ssh “ service ssh stop” 22
Centos 5.5
1 Firefox “ Edit > Preferences > Applications” JNLP
file “ Use Other” 2-15

Firefox Preferences o x

B = & ooa O
General Tabs  Content K Privacy Security Advanced
(sear
i Content Type Action A~ |
'd YYyy Auuiv TUSE VLC MUrdimieurd Frayginn (Cormipauo... 0
‘J 0Ogg multimedia file Use VLC Multimedia Plugin (compatib...
i@ MPEG-4 video Use QuickTime Plug-in 7.2.0 (in Firefox)
19 QuickTime video Use QuickTime Plug-in 7.2.0 (in Firefox)
B NLP file |71 Always ask &
[) mailto | Always ask
[&] Podcast Save File -
2 Video Pod t
iaeo Fodcas Use JavaWs (default)
5)] web Feed i
Use javaws
[ ) webcal =
= Use other...
[ ires
[ irc Application Details...
Gzip archive [Z] Always ask =
‘ ©| Help ' ] € Close ‘
Nt —
2-15 Firefox it & 1
2 lusr/java/jrel.6.0_27/javaws/javaws /usr/javaljrel.6.0_27
JRE 2-16

39



NSEE

)

»fI/IAA k '% é}‘t)ﬁ
)

Select Helper Application X

5 [

Location: [/usr/java/jre1.6.0_27/javaws[;avaws|

Downloads
Music
Pictures

sslvpnClient
Templates

414.1KB
251.2KB
180.6 KB
287.8 KB
192.0KB

Modified
10/09/2012
12/21/2011
10/10/2012
12/21/2011
12/21/2011
12/21/2011
09/04/2012
12/21/2011
12/21/2011
12/21/2011
09/04/2012
09/04/2012
09/04/2012
09/04/2012
09/04/2012

v

| Cancel

2-16 Firefox BC & 2

3

Firefox

https://vpn.nscc-tj.cn

<OK>

SSL VPN

2-17

VPN

A% [ J
=@ [ | m2a
LB : [ J

2-17 ZREAE
- <Run>

2-18

cqi
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https://vpn.nscc-tj.cn/

Eiga rfI/I'1A X R = .

5

Opening ssivpn_jnlp.cgi

You have chosen to open
% sslvpn_jnlp.cgi

which is a: JNLP file
from: https://vpn.nscc-tj.cn

What should Firefox do with this file?

<

@ Open with | javaws

() Save File

Do this automatically for files like this from now on.|

Settings can be changed using the Applications tab in
Firefox's Preferences.

‘QCancel‘ ‘ <£OK ’

2-18 cgi X fHE A |
5 « — ” <Run>
SSL VPN Client 2-19
@ ¢ &

2-19 VPNE Fin B M fEHE A= ER 2

2.2.2.3 Mac

SSL VPN
Mac OS 10.5
Mac OS 10.6
Mac OS 10.7
Mac OS 10.8
Mac OS 10.10
SSL VPN Safari  Firefox
1 MacOS 10.5,10.6,10.7,10.10 JRE
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— A RE
AEZES it Shn

EEHF I Web Start KRR, BESEL%
(@) Java SE 6 {5136, MARME TR — B2
| wmE || =#& |

2-20 %% JRE
2 Mac OS 10.8 JRE

Mac0S10.8 WWW.java.com JRE
e 006 Jjava.com: Java 5 "
[41> ] [2] % wwwjava.com ¢ wzelio]

[«
oo M EE FEHE iCloud AN AXEH BE ANRE KN ARGV

JAVA 515,
S BEITE

&% Java T

» fHAR Java? » B Javald? » EEBEEL?

Bi4i Java T8

%F Java (HiB8A)

el 4§ || D
Greenfoot Blue’
2-21 TEHE
3 root
Mac OS SSL VPN root Mac OS

root
1) root
a)


http://www.java.com/

X ;

@ Finder x4 @8 %7 Iga| @O

EEX#R

Bl ReFAXH
XA
L= B
O T#
@ A
= s

BOR{E AR R
BIEEXfFR...
HERSES..
2-22
U 13 ”
00 GE%EIA
e (] (=~ a
AR R L .V 4
ﬁ:ﬁmmﬁ*# EalRE e EFXfn
A\ BRI
& s\ \ ‘
Y & @
e T =
= EBEE HEN it RAXMIA
5 wE 7
@ B /.'... %F‘/
ke - 7N
RGifE8 ARG &5 MIDI &8
m v
=30 mea
. [ 106167¢
2-23
u “ sudo passwd root”
@& 00 %% inode — sudo — 80x24

Last loginm: Tue Jul 23 19:53:84 on console
inodetekiMac:~ inode$ sudo passwd root
Password:l

2-24
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e 1A R&E
BEDEA )

u root

800 A} inode — bash — 80x24

Last loginm: Tue Jul 23 20:38:30 on ttys@eo
inodetekiMac:~ inode$% sudo passwd root
Password:

Changing password for root.
New password:

Retype new password:
inodetekiMac:~ inode$

2-25
b)

MAC OS 10.6.x

(Y Finder x4t @ 87 W@ @O #EH

KFAM
REOFEH...
App Store...

ARG RiEE. .
Doc >
| 2

RiffERNETE
EPHRG...

RiEAR
EiFEE...
XM

F#4“inode”...

2-26

u : ? Mac OS 10.6.x  10.10
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i 1A R &y,
NSEE e

8006 RGRIFEE

= & M B O o Q@ @

1] RKiES5 Dock Mission EE 553 Spotlight FhESHEN
RWRPEF Control 5%F 584
i
T = PR 2 1
9 B ¢ =2 [ B =.m 4
CD 5 DVD BRes ThESE iz AR figigir FTERS $348 -1
Ink
ERRSEL
©@ B & @
8. #ERFE.  MobileMe [F:3 #*¥
=171
A%
n v & & ¥ @ O
m;'g;—i RKiEy BHiSetE BAFEH EE Time Machine  RajadiE
it
b
2-27
i
@00 ARSEE
‘R RTRE EREREAASEBA RITRE. 2
= MNEM BRI VAT IS
HARA
L s
R Iadmin
@E: |
M A AP EREAHMm
{2} smam () gmRichsl [ AARSREN..
+]-Te-
FARER @
[ 2-28
u 113 ” < >
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et B A

% inode
I BHR

HipFm

EARR

“
R 4

BEER: | %4

BEIWOERN: O AP

(@F 3 %
M RRER “EH SR
() EBRBORBRBAENS
™ B RuEER
() $ERPYRREETRY | 5
|| EBREO${EM VoiceOver

“o |

W AR 45 98

2-29

ARSRE

—

inode
BHA

HipE L

[f PR R

CE T :)

BERBMOBRN: @ BAPRIE

O &HHss
™ SRER. “EH A R
[ #BREOREREAZRE
™ BReEER
D SRERPIRRERTY | £5
() #8558 O R VoiceOver

[

2-30



e mem [ D ——

% inode EA] A% A Open Directory B 283 Active Directory 1.
HFHR
HitE~
HARS | | ;
A FARP | nAERERIA. )| (@A ] & |

VBT R Ew el okl ke
[ =B 2@ OhRTREAARE
M @rmeEs
[ #gR P IsmRaRsh | &4 &
|| FE# i O {E A VoiceOver

EELIE e

!Ih AR LR E .

& 2-31

- e No) ERXALAR

“HREATRAERBENGHRGRE. BAGH
R AFRITIL IR

##: |admin
@ |

& 2-32

Root ?
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75

] wC [

BREATR

Root
/ZH Root FiF?
Mac OS X Server

FHFR...
TNIS

8T

HERF, MERIREEEITARERN.

|
o [— 4
l RGP RN E R @
2-33
U 13 ” 13 ” root < >
006 BRXHAIR
2 root AFHAFER.
HH wE: | ]
Active Directo - o~
LDAPV3 \ i \
NIS
I 4
d] §
A IR R E R @
2-34

MAC OS 10.5.x
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= 1A R&.,
RETEE A Ao,

® Finder x#f ®#E Bx

=
& A
B s\
® [%
E iDisk
A RARF

BORfERAMSCFR

BIEXHR...

2-35

EES BRXAIR EBHE

# ©®
© t8 ( )
(@ Frame & N K
6 ras HEN G MEXAIR Rk
- Q
% P
T

Laa 267, 3.72 GBAA,
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’ 1A R&,,
DISGE wth R,

.- - -
ﬁ “BREAIRERERALE.
i
EFR: |apple ‘
wm: || )
>
.
+| a Erver
@ FEEE. @ ( ERBHEE )
2-37
u 113 n “ ROOt ”

¥z Root B8

ETP

#% Mac OS X Server
FHRFH.. T

-
[[ [em——— ®

%] 2-38

root < >

iE4 root A PR FEE.
wmE: | |
Wi | |
)| @)
[+]-
tf SRR AR I FRE @ (C BRI R )
2-39
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KFAM
R
App Store...

RARFIEE. ..
Dock

BRif{ERNTIE
BPIRG...

RERR
EFFRE...
M.

2%Q

2-40
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NSEE

Mac OS 10.5 10.6 10.8

1)
SSL VPN

Java 8 Update 66

https://vpn.nscc-tj.cn  https://vpnl.nscc-tj.cn

< > 2-43
Englist

BRE: |svpn |
=/ B |... | rEEs
EEHE [h3c ]
* Hl: | Local [v]
U sesrasnmns

== J[ =3« ]

2-43

52


https://vpn.nscc-tj.cn/
https://vpn1.nscc-tj.cn/

e 1A R&E
RETEA i

2) VPN sslvpn_jnlp.cgi

root javaws Downloads/sslvpn_jnlp.cgi

Last login: Tue Dec 1 14:15:29 on ttyseol
bogon:~ oukawa$ su root

Password:

sh-3.2# javaws Downloads/sslvpn_jnlp.cgi ||

2-44
In1-In9
VPN
® SSL VPNEF i
TCPEAFIER (BERGETE LG FTCPRBER)
FIBEN 0 BREH EIRRES
TH-1A-LN9 22 TH-1A-LN9 IEZEANAT
TH-1A-LN2 22 TH-1A-LN2 7R
TH-1A-LN3 22 TH-1A-LN3 TE4ET0R
TH-1A-LN1 22 TH-1A-LN1 TEAETAR
TH-1A-LN8 22 TH-1A-LN8 EZEMAOF
BERE
BERS ER k& B#{R77%: /var/root/sslvpnClient/log
#7F
2-45
Mac OS 10.10 Java 8 Update 66
1) root Apple ID
JAVA https://vpn.nscc-tj.cn

https://vpnl.nscc-tj.cn
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https://vpn.nscc-tj.cn/
https://vpn1.nscc-tj.cn/

»fI/IAA k '% éfi.)ﬁ

NSEE 3

L N Java Control Panel
Ceneral Update Java QSIS Advanced

Enable Java content in the browser

Security level for applications not on the Exception Site list

© Very High
Only Java applications identified by a certificate from a trusted authority are
allowed to run, and only if the certificate can be verified as not revoked,

High
Java applications identified by a certificate from a trusted authority are allowed
to run, even if the revocation status of the certificate cannot be verified.

Exception Site List
Applications launched from the sites listed below will be allowed to run after the
appropriate security prompts.

https: //VPN.nscc-1.cn B
https: //VPN1.nsce-tj.cn Edit Site List..,

Restore Security Prompts Manage Certificates..,

- Cancel Apply
2-46 javaf5EHLRIZE

https://vpn.nscc-tj.cn

2)

https://vpnl.nscc-tj.cn < >

HK'_I_Ql 2z || mmE> |
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https://vpn.nscc-tj.cn/
https://vpn.nscc-tj.cn（联通用户
https://vpn.nscc-tj.cn（联通用户
https://vpn1.nscc-tj.cn/

e 1A R&E
BEDEA )

3) VPN sslvpn_jnlp.cgi
root javaws Downloads/sslvpn_jnlp.cgi

Last login: Tue Dec 1 14:15:29 on ttyse0l
bogon:~ oukawa$ su root

Password:

sh-3.2# javaws Downloads/sslvpn_jnlp.cgi D

2-48
In1-In9
VPN
® SSL VPNEF i
TCPEAFIER (BERGETE LG FTCPRBER)
iEH O BREH WIS
TH-1A-LN9 22 TH-1A-LN9 IEZEANAT
TH-1A-LN2 22 TH-1A-LN2 ETEDINF
TH-1A-LN3 22 TH-1A-LN3 EFEDIIF
TH-1A-LN1 22 TH-1A-LN1 FTEOIIF
TH-1A-LN8 22 TH-1A-LN8 h=e2
BERE
BERS ER k& B#{R77%: /var/root/sslvpnClient/log
1RF
2-49
5
1) Mac 0S 10.8 libjvm.dylib
{# A libjvm.dylib fifEf S5L VPN Client E5b
BN
AEERETA LRI REREF. SRREIEREL
AR ARG 2155 Apple.
@ | em | | #&. | [ =EaF
2-50 fHIRIE
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1 iDisk

Bl AR 32

o EEESTE
DO s %K

2-51 FTASERATIA

8006 KATA
(<> :: B ERER Q
AR EEEEH RS 1"&"
= RMFAXH EaliRE sis BF KRR
o\ EREF
& ®® f
© ® @
O ™# ~—
Bl e R HEGN GBI RGRALIR
S w5 i
@ BA Ao (g
/ j?
=) - [7 “l\
15 c00693¢ : -
2 B AR 4 MIDI 28
g09964a
100504r
s
100814 X
= B
1010102 ;
104847¢ i me

[ 106167¢

Java7-patch.py
sudo python ./Java7-patch.py

800 ¢} inode — bash — 80x24 gal
Last legin: Sat Jul 27 19:16:30 on ttys00@ =]
inodematoMac:~ incde$ 1s Java7-patch.py

JavaT-patch.py

incdematoMac:~ incde$ sudo python Java7-patch.py I

2-53 p&1TEO
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2.2.3 VPN

VPN

1. WWW.Nscc-tj.gov.cn “ VPN

2. Windows 360
VPN
3. VPN 5 PC
VPN VPN

4, VPN
VPN
5. VPN 30
ssh
6. VPN VPN “ "
5 VPN

1. “ 41 VPN "

email “ 5 "

2.3

231

VPN ssh

telnet
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Y NE
NSGE oD N R

7 F
TCP 2-11
VPN TH-1A TH-1A-LN1 TH-1A-
LN2 TH-1A-LN3 TH-1A-LN8 TH-1A-LN9 TCP ssh
SSH Secure Shell Client SecureCRT  Putty SSH
Secure Shell Client SecureCRT Putty
VPN Host Name IP
VPN Host Name TH-1A-LN2

Secure Shell Client SecureCRT Putty

Connect to Remote Host @

!‘ Host Name: ITH-IA-LNZ | Connect I
e User Name: lfeng_]hl Canasl ‘
Port [22
Authentication lPas sword L’

2-54 SSH Secure Shell Cliet b & @

SecureCRT 2-55
HEREE X
HSE): £ v/
EHEH:  (TH1A-LN2 |
WAQ: 22| BEE{E v
AP&W:  |fengh |
51
=8 - BIE...
448 2
o |
[¥]GssaPI
[ Bahe SR EREERW) VLAWY
MFERER P
[ = || =w |

2-55 SecureCRTE [ R |
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Putty 2-56
i€ PuTTY Configuration
Category: - - -
(= Session Basic options for your PuTTY session
i L'oggmg Specify the destination you want to connect to
=) Terminal
Host Name [or IP address) Port
Keyboard :
Bel (TH-1ALN2 |[22 |
Features Connection type:
= Window (O Raw O Tenet O Rlogn &)5SH O Serial
A
ppeafance Load, save or delete a stored session
Behaviour
Translation Saved Sessions
Selection { l
Colours -
Default Settings
[=)- Connection ﬂ]
Data Save
o [ Sare ]
- Rlogin
[+ SSH
Senal Close window on exzit:
O always O MNever (& Only on clean exit
T
2-56 Putty B F M@
TH-1A

LN2

1.Welcome to TH1A System of NSCQTJ.

2.1f you have any problem, you can send mail Bupport@nsceétj.gov.cn

1 TH-1A

4:00

LN2

LN1-3 LN8-9

“ 111

22:00

10
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o= 1A R&.,
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2.3.2

TH-1A LN3 LN9 Linux Mac
scp
Windows TH-1A sftp
SSH Secure Shell Client 2-57

L8 TH-1A-LN3 — default — SSH Secure File Transfer

| File Edit View Operation Window Help
|E B8 2R g8 % )=
,_] Quick Connect (] Profiles

| R | o mm | ek X H ladd |y | A @2 }C zhangjian v | | Add

mRE © ON

i Local Name 4] Size | Type A | | Remate Mame | Size | Tym A
10 Faas 5D [Dalibez T Folc
:i FROE R Ripn ) gpu_test_userhours_§. 16 Folc |

L) AR i [D)eriden Fole
2 Bk i Deridloeg Folc
@Internet Explorer i IEJ HGOD231 Folc
EPanasoni cE I 1, 700 HhigEr lfj hoursused_test Folc
9" |SSH Secure File Trans. .. 1,931 thigr Ifjjrel. T.0_05 Folc

$JSSH Secure Shell Client 985 tREEF [D)lozfile Fol« %

5 munan ™Mo - reon bhie D o in v mmam o S
I ¥ s ! 2

Transfer | Queue
/| Source File | Source Directory | Destination Dire... | Size|Status | Speed| Time |

Bconnected to TH-1A-LN3 - fvol-th [SSH2 - aes128-cbe - hmac—mdS - 1[T1 items (4168.6 WB| ,é] )

2-57 SSH Secure Shell Cliept &4 R @\
WinScp  sftp

2-58
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2 ¥inSCP B3 ;
&3 &5
TFAERAIE o
o NN
a5 SFTP v
s FHLE H) HOSE)
(TH-1ALN3 | | 23|
) =P=A) ZHB(F)
‘_’E’lglh ! ’ xxxxxx 1
AT E(K)
\ =]
[ T 4)
[ %F®) | [ Languages | [ 22 | [ Bms. | [ x4
2-58 WinSCP& LA E
VPN Host Name
IP VPN Host Name
WinSCP
2.4
Shell
“ Jusr/local/bin” MYENV
TH-1A Bash
1 Bash

export MYENV=/usr/local/bin

$HOME .bashrc
2 sh
MY ENV=/usr/local/bin

61
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export MYENV
$HOME .profile
3 csh
setenv MYENYV /usr/local/bin
$HOME .cshrc
2.5
“oexit " “ctrl -d”
2.6
LDAP
‘ passwd” ncps

[ncps@In2 ~]$ passwd

Changing password for user ncps.

Enter login(LDAP) password:

New password:

Re-enter new password:

LDAP password information changed for ncps

passwd: all authentication tokens updéed successfully.

16 2 3

VPN
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P 5
3
TH-1A
TH-1A
TH-1A
3.1
311
TH-1A 1.2
# 3-1vol6 A 53 X R
« )
debug 2 24 0.5
TH_SR1
TH_NET1 2*24
TH_lNEW 10%24
TH_BM 48G
gpu_test GPU 2%24
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P 5
7 3-2 vol-th A P 4> X BRI
¢ )
debug 2 24 0.5
TH_SR
TH_NET 2*24
TH_NEW 1024
TH_BM 48G
gpu_test GPU 2%24
# 3-3 WORK F P43 X PR
«C )
debug 2 24 0.5
TH_SR2
TH_NET2 2%24
TH_NEW?2 10*24
TH_BM 48G
gpu_test GPU 2*24
debug
“ yhi-I” * yhcontrol show partition partition_namé

TH_SR, TH_SR1, TH_SR2
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)

--time

3.3.1
TH_BM 48GB
L TH-1A
> ' " %94
3.TH SR TH SR1 TH SR2
4. debug ) y

30

3.1.2

“ yhacctmgr list association user myUserNamke

myUserName
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ssh ssh

3.13

1T 100 200

Filesystem kbytes guota Timit grace
Jvol-th 262144000 524288000 1073741824 =

500G

& 3-1 #EEHEMERER
3 3-4 HERHR KXHIE A

Filesystem

kbytes

quota KB
limit KB
grace

files

quota

limit

grace

500G 3-1
500G 1T 3-2 kbytes
“ 4w1d23h59m57s”
500G

KB

[T 1]
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3-3
34 3-5

Filesystem kbytes guota Timit grace

/vol-th 786432000% 524288000 1073741824 4wld23h59m57s
[E 3-2 A PHIRE Y FHEERBERBIAVRSR R

Filesystem kbytes quota Timit grace
Jvol-th 786432000% 524288000 1073741824 none
[ 3-3 B PHEIER W FHEERSIH B E BRIRTSR T
Filesystem kbytes guota Timit grace
fvol-th 115 3600% 524288000 1073741824 =
B 3-4 M PRUREE L FEERBIFPRTSR T

[zhangjian@Tn2 ~1% cp glibc-2.7.tar.gz quota_test/

cp: writing 'guota_t /glibc-2.7.tar.gz":Disk quota

cp: writing 'guota_test/glibc-2.7.tar.gz’:Input/output error

& 3-5 A FHEBEH#MERTIRHIIRESRT

“ Some errors happened when getting quota
info. Some devices may be not working or deactivated. The data in "[]" is inaccurate.”
quota

“ Ifs quota -g groupname/vol6”

“ Ifs quota -u username/vol6” user vol-th  WORK
vol-th vol6  WORK THL4
3.2
debug
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3.2.1 yhinfo  yhi

yhi  yhinfo yhi yhinfo
yhi -l
7% 3-5 yhi i th B9 X H21A) L RA

PARTITION
AVAIL up down
TIMELIMIT
NODES
down:
idle:
STAT
alloc:
drain:
NODELIST
3.2.2 yhqueue yhq
yhqueue  yhq 3-5

[zhangjian@ln3%tianhe ~1$ yhq

JOBID PARTITION HAME USER TIHE HODELIST{REASOH)
1758484 TH_HET1 sub1.sh EGELLRRED 4:28 cn2918
175084085 TH_HET1 sub1.sh zhangjian 4:28 cn2948

17508486 TH_MET1 sub1.sh zhangjian R 4:208 cn2981

3-5 BFRIBITIESKSER

% 3-6 yhq # i B9 X 521115 AR
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JOBID ID
PARTITION
NAME
USER
R:
ST PD:
S
CG:
NODES
NODELIST
AssociationResourceLimit
REASON Resources
Dependency
PartitionDown down
PD: pending
R: running
S: suspended
CA: canceled
CD: completed
F: failed
TD: timeout
NF: node_fail
CD,CA F
yha
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1l $2 32

yhq

yhcontrol show jobsjobid

jobid id
CG
CG
3.3
TH-1A
yhbatch yhrun
jobid yhq
--help
3.3.1 yhbatch

yhcancel
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yhbacth yhbatch
down yhbacth
yhbatch yhbatch
JobID
yhbacth
yhbatch [options] program
yhbacth
-n, --ntasks=ntasks
yhrun / ntasks
CPU -C
-N, --nodes=minnodes[-maxnodes]
minnodes minnodes
maxnodes ¢ -
nodes=2-4" “ o
nodes=2-2" -N
-n
-p, --partition=partition
partition
-t, --time=minutes
minutes
SIGTERM SIGKILL
--time=days-hours:minutes:seconds
-D, --chdir=path
path yhrun
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-1, --label

yhrun --label

-J, --job-name=jobname
program

-W, --wait=seconds

60

-w, --nodelist=nodelist|filename
nodelist

cn[1-5,7,12] “r
nodelist

-X, --execlude=nodelist|filename

--checkpoint-path=path

--checkpoint-period=number[h|m]
number
h

--restart-path=path
path

--exclusive

-N -n -p -w X -N
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e )
yhbatch
yhrun yhrun
GC#!’)
sh bash rsh csh
yhbatch yhbatch yhbatch
TH_SR, TH_SR1, TH_SR2
--time
3.3.1.1 MPI
a.out 24 sub.sh
#!/bin/bash
yhrun -n24 -pTH_NET1 a.out
yhbatch -n24 -p TH_NET1 ./sub.sh
slurm .out
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yhbatch sub.sh yhrun
yhbatch yhrun mpirun
openmpi
A openmpi /vol6/home/A/openmpi
a.out sub.sh
#!/bin/bash

yhrun -n $SLURM_NPROGS TH_NET1 /bin/hostname > hostlist
Ivol 6/home/Alopenmpi /bin/mpirun  -np $SLURM_NPROCGKDostfile hostlist ./a.out

yhbatch-n 120 -p TH_NET ./sub.sh

3.3.1.2 openMP

openMP openMP
12
12
a.out 12
openMP sub.sh
#!/bin/bash
export OMP_NUM_THREADS=12
yhrun -N1 -nl1 -c12 -pTH_NET a.out
yhbatch -N1 -nl1 -pTH_NET1 ./sub.sh
3.3.1.3 MPI+openMP
a.out 24

6 openMP
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24*6/12=12 sub.sh

#!/bin/bash
export OMP_NUM_THREADS=6
yhrun -N12 -n24 -c6 -pTH_NET a.out

yhbatch -N 12 -n24 -pTH_NET1 .sub.sh

TH-1A
3.3.2 yhrun
yhrun
shell yhrun yhrun
yhrun
yhrun [options] program
yhrun yhbatch
debug hostname
$yhrun ~N2 -n24 —-p debug hostname
yhrun: job 4385 queued and waiting for resources
yhrun: job 4385 has been allocated resources
cn4
cn4
cn5
1. yhrun mpirun 133 mpi
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yhrun mpirun
2. yhrun
yhrun
3. yhrun
yhrun
log

yhrun -p TH_NET -N 10 -n 120 ./a.out >log 2>&1 &

> 2>&1 &
4. yhbatch yhbatch
3.3.3
namd run.sh
#1/bin/sh

yhrun -pTH_NET1 -N10 -n120 /vol6/software/NAMD/namd2.11
yhrun -pTH_NET1 -N10 -n120 run.sh

gromacs run.sh
#1/bin/sh
yhrun -pTH_NET1 -N2 -n24 /vol6/software/gmx455/bin/mdrun_d —deffnm
yhrun -pTH_NET1 -N2 -n24 run.sh

lammps run.sh
#!/bin/sh
yhrun -pTH_NET1 -N2 -n24/vol6/software/lammps/Imp_mpi <
yhrun -pTH_NET1 -N2 -n24 run.sh
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Pwscf run.sh
#!/bin/sh
yhrun -pTH_NET1 -N2 -n24 /vol6/software/pwscf /pw.X -in >
yhrun -pTH_NET1 -N2 -n24 run.sh
siesta run.sh
#!/bin/sh
yhrun -pTH_NET1 -N2 -n24 /vol6/software/Siesta/siesta-3.2 <
yhrun -pTH_NET1 -N2 -n24 run.sh
CP2K run.sh
#!/bin/sh
yhrun -pTH_NET1 -N2 -n24 /vol6/software/CP2K/cp2k.popt <
, yhrun -pTH_NET1 -N2 -n24 run.sh
vol6
3.34
test.sh
12 test.sh
#!1/bin/bash
# can be changed by user as need
EXE=./a.out

numJobsPerNode=12

partition=TH_SR1
myOutFile=slurm-${SLURM_JOB_ID}.out
#
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# Do NOT change
loop="expr ${numJobsPerNode} - 1°

for y in “seq 0 $loop”

do

num="expr $y + 1°

time yhrun -N 1 -n 1 -p $partition $EXE > run${num}.log 2>&1 &

done
#

wait

3.4

yhcancel

yhcancel

[fengjhBln2 ~1% vhg
JOBID PARTITION
all
[fengih@lnZ ~]¢ yhcancel 118230
[fengjhBlnZ ~1% vhg
JOBID PARTITIDH

118230

yhcancel

slurnd[cn0]:
yhrun:
vhrun:
yvhrun:
yvhrun:
vhrun:
vhrun:
yhrun:
yhrun:
yhrun:

Error:
Error:
EXror:
EXror:
EXror:
EXror:
EXror:
Error:

XK

NAME

a.out

NAME

yhbatch -N 1 -p TH_SR1 test.sh

USER 5T
fengijh R

USER 5T

3-6

TIME NODES NODELIST(REASON)
0:06 8 cn[0-7]

TIME HNODES NODELIST (REASON)

3-6 yhcancel {5 Fi 2545

slurm-jobid.out

vhrun: Force Terminated job 118230

*#%% STEP 118230.0 CANCELLED AT 2010-07-20T15:42:11 **%*

cnb:
cnd:
cn?:
cn3:
cnl:
cnl:
cns:
cna:

tasks
tasks
tasks
tasks
tasks
tasks
tasks
tasks

job done

43-55: Terminated
32-39: Terminated
56-63: Terminated
24-31: Terminated
§-15: Terminated
0-7: Terminated

40-47: Terminated
16-23: Terminated

3-7 EBFEUERETRER

3-7
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4.1 VPN
Q Windows VPN
A
Q Windows VPN
A “SSL VPN Client”
C:\WINDOWS\system32\drivers\etc\hosts VPN
Q VPN (11 2
A VPN 5
VPN (13 2
Q Linux VPN
A linux VPN root sshd
“/etc/init.d/sshd stop” VPN
“SSL VPN ” linux windows
java [etc/hosts
Q http://www.nscc-tj.gov.cn/ VPN
A VPN VPN
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4.2

Q home

Q “Is cd”

TH-1A

TH-1A

4.3

Q TH-1A mpif90 command not found

A mpi 1.3.3

mpi ~/.bashrc source ~/.bashrc

Q python python
Python 2.6.6 (r266:84292, Feb 25 2014, 09:00:08)
A TH-1A python2.7

Q “undefined reference to”

*** 0 “undefined reference to ***”

**k* 0

1.35
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“undefined reference to ***”
)
3
“undefined reference to ***”
4 C++ C C c++
undefined reference
c++ (o
“undefined reference to ***” C
c extern "C"

Q MKL undefined reference to dgemm_

*k*x

A MKL

> cat demo.sh
#1/bin/bash

export MKLLIB=/vol6/intel_composer_xe 2013.0.079_lib

mpif90 -c ./Main/exe.f90

mpif90 -0 exe exe.o \
-L${MKLLIB} -Imkl_intel_Ip64 -ImKI_core -Imkl_sequential -Ipthread -Im -IdI \
-WI,-rpath,${MKLLIB},-L${MKLLIB} -Imkl_intel_Ip64 -ImkI_core -Imkl_sequential -

Ipthread -Im -IdI
Ivol-th MKL Ivol-
th/intel_composer_xe 2013.0.079_lib MKL 1.3.1
MKL https://software.intel.com/en-
us/articles/intel-mkl-link-line-advisor
Q MKL libmkl _intel thread.so:
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undefined reference to = kmpc_ok_to_fork’
A MKL -openmp

> cat demo.sh
#!/bin/bash

export MKLLIB=/vol6/intel_composer_xe 2013.0.079_lib

mpif90 -c -openmp ./Main/exe.f90

mpif90 -0 exe -openmp exe.o \
-L${MKLLIB} -Imkl_intel_Ip64 -Imkl_core -ImKI_intel_thread -Ipthread -Im -IdI \
-WI,-rpath,${MKLLIB},-L${MKLLIB} -Imkl_intel_Ip64 -ImkI_core -Imkl_intel_thread -

Ipthread -Im -IdI
-openmp
Ivol-th MKL Ivol-
th/intel_composer_xe 2013.0.079 lib MKL 1.3.1
MKL https://software.intel.com/en-
us/articles/intel-mkI-link-line-advisor
Q undefined reference to drandgaussian
A ACML drandgaussian  drandgamma
AMD ACML ACML

> cat demo.sh
#!/bin/bash
ACML_DIR=/vol-th/home/zhaoyang/software/pgi-1210/linux86-64/2012/acml/5.2.0
gfortran -c ./test.f90 —I${ACML_DIR}/include
gfortran -0 a.out test.o \
-L${ACML_DIR}Ilib —lacml_mp \
-WI,-rpath,${ACML_DIR}/Iib,-L${ACML_DIR}/Iib —lacml_mp
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Q yhi idle

A TH-1A

idle

Q yhrun

A yhbatch

Q G? 48G

A TH-1A 24G
24G TH_BM

48G

Q

A

Q slurm “DUE TO TIME LIMIT”

A

TH-1A
yhi TIMELIMIT
Q slurm “Not enough endpoint resources”
A endpoint
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Q

“slurmd|[cn4234]: Cannot send after transport endpoint

shutdown”
A -X cn4234
Q slurm “Disk quota exceeded”
A 3.1 -
Q slurm “Group ID not found on host”
A passwd  group
-X
Q slurm “couldn’t chdir to “/vol-

th/home/your_username’: No such file or directory: going to /tmp instead”

A -X

Q slurm “yhrun: error: Task launch for 2440965.0

failed on node cn2892: Job credential expired”

A -X
Q slurm “bus error”
A “bus error”
-X
Q “forrtl: severe (41): insufficient virtual memory"
A
Q “error while loading shared libraries: libXXX.so: cannot open

shared object file: No such file or directory”
A X

“locate x” $DIR $DIR
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~[.bashrc “export

LD LIBRARY PATH=S$DIR:SLD LIBRARY PATH”
Link-time path Run-time path
-L -WI,-

rpath
LD _LIBRARY_PATH

A yhrun
yhbatch yhbatch

A TH-1A “ ? PD

CG

Q bc: Command not

A bc
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Q “yhbatch: error: Batch job submission failed: User's
group not permitted to use this partition”

A -p yhi

Q PBS $PBS_NODELINE TH-
1A

A  $SLURM_NPROCS PBS $PBS _NODELINE

Q software mpi slurm

GLEX_ERR(cn1368): Progress(172), err
CQE:status=Dest_Key:opcode=RDMA_WRITE:signaled=1:rmt_nic_id=1370

yhrun: Job step aborted: Waiting up to 2 seconds for job step to finish.

Fatal error in PMPI_Bcast: Other MPI error, error stack:

MPIDI_CH3I_Progress(176): progress engine failure

In: PMI_Abort(1, Fatal error in PMPI_Bcast: Other MPI error, error stack:
MPIDI_CH3I_Progress(176): progress engine failure)

slurmd[cn1368]: *** STEP 2796179.0 KILLED AT 2015-10-12T11:27:12 WITH SIGNAL 9 ***
slurmd[cn1368]: *** STEP 2796179.0 KILLED AT 2015-10-12T11:27:12 WITH SIGNAL 9 ***

A mpi Ivol6/source.sh
~/.bashrc intel mpi
4.5
Q “Some errors happened when getting quota info”
A quota
Q
A
500G 1T 100 200
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Q
A

Q

500G 500G 1T
“Ifs quota —g username /vol-th”
xR “4w1d23h59m57s”
500G
1T

“quota error”

“forrtl: Input/output error”

10

forrtl: No space left on device forrtl: severe (38): error

during write, unit 12

A

Lustre

Targets(OST)

4.6 GPU

OST
10 Object Storage Services Object Storage
10
OST
OST
CUDA toolkit gpu_test

Q

no CUDA-capable device is detected

A

toolkit 5.0

CPU GPU PCle

device -X

CUDA toolkit CUDA driver

gpu_test CUDA driver 304.54
toolkit 5.0
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device

CUDAS.0

toolkit

88



Eigg rfI/I'1A X R = .

75

24

Bmail service@nscg tj.gov.cn

022- 65375561

Bmail support@nscetj.gov.cn

02265375560 18302248223

jobid

jobid
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Bk A BH Unix &<
Al
date $date
who $who
w Sw
write
$write username
Hello: We have a meeting at Room 412.
Ctrl-D username
mesg write
$mesg n write
$mesg y
$mesg
ps $ps [options]
Kill $kill [-signal] pid
A2
mkdir $mkdir directory ...
rmdir $rmdir directory ...
pwd $pwd
Is $ls [options] [names]
cd $cd [directory]
A3
touch $touch
rm $rm [-r] [-f] [i] file ...
cp $cp [-i] [-r] filel [file2...] target
-r file cp
mv $mv filel target
A4
chmod
$chmod [who] operator [permission] file-list
chown

$chown [-R] [-h] owner file...



e )
chgrp $chgrp [-R] [-h] group file...
A5
cat
$cat filel file2 filel file2
$cat filel file2 > file3 filel file2 file3
more $more
head $head [-n][file...]
tail
$tail [+n] [Ibc] file n
$tail [-n] [Ibc] file n
$tail —f file 1
In
$In [-s] [-f] [-n] filetarget
A6
grep $grep pattern files
find
$find dirname option-list
diff diff [options] filel file2
A7
compress $compress [-cfv] filename
uncompress $uncompress [-cfv] filename
tar
$tar clt|x [bvf] [tarfile] [bsize] [file_list]
A8
< $command < file
> $command > file
>>

$command >> file
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fiskB BH vi &

Bl Vi

vi $ vi filename

- Vi

X wq

B2

B3

OO——>QJ

Esc
Backspace
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B4

nx n n
dw

ndw n n

dd

ndd n n

rx X

nrx X n n

u

U

/pattern pattern
?pattern pattern
n

N

13 2 [13 2

set nu
set nonu
1 $p
rwab wgb
1 5wclh 1 5 clh
2 b&d
2 b5t8 2 5 8

Is Vi shell Is
sh Vi , shell , "D

N
(6}

exit

93



	1 TH-1A系统运行环境
	1.1 平台架构
	1.1.1 登陆结点
	1.1.2 计算结点
	1.1.3 数据拷贝结点
	1.1.4 互联网络
	1.1.5 存储

	1.2 系统环境
	1.3 编译环境
	1.3.1 Intel编译器
	1.3.2 GCC编译器
	1.3.3 PGI编译器
	1.3.4 MPI编译环境
	1.3.5 CUDA编译环境
	1.3.6 其它环境

	1.4 软件环境
	1.4.1 基础应用软件
	1.4.2 常用科学计算软件
	1.4.3 IDL软件


	2 TH-1A系统访问方式
	2.1 基本条件
	2.2 登陆VPN
	2.2.1 新版VPN登陆
	2.2.1.1 Windows操作系统
	A 使用浏览器登陆VPN
	A-1  IE及IE内核浏览器登录天河SSL VPN
	A-2  其他浏览器登录天河SSL VPN（例如chrome 、firefox等）

	B 通过“Easy Connect”快捷方式登陆VPN
	C 访问SSL VPN资源登陆天河系统

	2.2.1.2 Linux操作系统
	A 使用浏览器登陆VPN（32位操作系统）
	B 使用命令行下运行特定脚本登陆VPN（64位操作系统）
	C 访问SSL VPN资源登陆天河系统

	2.2.1.3 MAC操作系统
	A 使用浏览器登陆VPN


	2.2.2 旧版VPN登陆
	2.2.2.1 Windows操作系统
	2.2.2.2 Linux操作系统
	2.2.2.3 Mac操作系统

	2.2.3 VPN登陆注意事项

	2.3 登陆服务器和数据传输
	2.3.1 登陆服务器
	2.3.2 文件传输

	2.4 环境变量设置
	2.5 退出系统
	2.6 用户帐号密码修改

	3 作业提交
	3.1 使用限制
	3.1.1 计算分区限制
	3.1.2 用户权限限制
	3.1.3 磁盘配额限制

	3.2 状态查看命令
	3.2.1 结点状态查看yhinfo或yhi
	3.2.2 作业状态信息查看yhqueue或yhq

	3.3 提交作业
	3.3.1 批处理作业yhbatch
	3.3.1.1 MPI并行作业
	3.3.1.2 openMP并行作业
	3.3.1.3 MPI+openMP并行作业

	3.3.2 交互式作业提交yhrun
	3.3.3 部分应用软件作业提交举例
	3.3.4 其他典型脚本举例

	3.4 任务取消yhcancel

	4 常见问题
	4.1 VPN登陆问题
	4.2 系统登陆问题
	4.3 编译问题
	4.4 作业运行问题
	4.5 存储问题
	4.6 GPU使用问题

	5 技术支持
	附录A 常用Unix命令
	A1 基本命令
	A2 目录操作
	A3 文件创建、复制与删除
	A4 文件属性
	A5 文件显示与连接
	A6 文件查找与比较
	A7 文件压缩与备份
	A8 输入输出重定向

	附录B 常用 vi命令
	B1 进入与退出vi
	B2 移动光标
	B3 正文输入、删除、替换、恢复和查找命令
	B4 行编辑命令


